URL blacklists are used by the majority of modern web browsers as a means to protect users from rogue web sites, i.e. those serving malware and/or hosting phishing scams. There is a plethora of URL blacklists/reputation services, out of which Google's Safe Browsing and Microsoft's SmartScreen stand out as the two most commonly used ones. Frequently, such lists are the only safeguard web browsers implement against such threats. Inevitably, as with any blacklist implementation, there is a time window between the creation of a rogue web site and the time it gets submitted to the blacklist(s), in which users are not protected. In this paper, we examine the level of protection that is offered by popular web browsers on iOS, Android and desktop (Windows) platforms, against a large set of phishing and malware URL. The results reveal that most browsers -especially those for mobile devices -offer limited protection against such threats. As a result, we propose and evaluate an architecture, which can be used to significantly improve the level of protection offered to the users, regardless of the web browser or platform they are using.
INTRODUCTION
Nowadays, people spend more than 60 hours per week accessing online content, either through their mobile devices or personal computers [1] . The use of web applications and services is continuously increasing, with smartphones now been the prime way users are accessing the web [2] . However, while users browse the web they might visit rogue web sites, namely sites that serve malicious code (malware) and/or host phishing scams.
Phishing can be deemed as one of the most popular and profitable attacks, having almost 450,000 attacks in 2013 and estimated losses of over 5.9B$. NIST defines phishing [3] as: "Phishing refers to use of deceptive computer-based means to trick individuals into disclosing sensitive personal information. Phishing attacks aid criminals in a wide range of illegal activities, including identity theft and fraud. They can also be used to install malware and attacker tools on a user's system."
Malware attacks are also on the rise, with Kasperky Labs announcing that over 3 billion malware attacks were detected in 2013, with a total of 1.8 million malicious or potentially unwanted programs used in these attacks [4] . Nefarious web sites (e.g. adult websites, ones hosting pirated software, gambling, etc.), are not the only ones that can expose users to such threats. Multiple benign sites (e.g. social media websites, search engines, news sites, etc.) have also been used to deliver such attacks, after been compromised (i.e., watering hole attacks) [5] . As a result, the likelihood that users will be exposed to such threats, is considerable -if not high.
Normal users, i.e. not technically and security savvy ones, rely on web browsers (or 'browsers') to protect them from web sites (or 'sites') that serve malware (hereinafter referred as 'malicious sites') or phishing attacks (hereinafter referred as 'phishing sites'). In this paper, we evaluate the level of protection offered to normal users by the most popular web browsers on the desktop and smartphone platforms, by accessing 1400 phishing and 1400 malicious URLs for a period of one month. Our work focuses on Android and iOS for the smarpthone platform, and Windows for the desktop platform. Our results reveal that most smartphone browsers offer very limited (if any) protection against phishing and malicious sites. On the other hand, most desktop browsers offer an acceptable level of protection against phishing sites, but not against malicious sites. In this context, we have proposed and implemented a secure proxy, that aims to raise the level of protection that is offered to normal users, regardless of the web browser or platform they are using.
In brief, this paper makes the following contributions:  It provides a comparison of the phishing and malware protection offered by the popular desktop browsers on Windows and mobile browsers on Android and iOS.  It highlights the limited efficacy -and in specific cases the total lack -of protection mechanisms on mobile browsers, which has a significantly impact on user security.  For the phishing tests, it provides a comparison of the browser detection rate with the results of our previous work [6] and evaluation of how browser detection has changed in the meantime.  It provides an implementation of a secure proxy, based on the aggregation of multiple blacklists and AntiVirus (AV) engines.  It provides an evaluation of the secure proxy, demonstrating that it can offer an adequate level of enhanced protection to normal users against rogue sites.
The remainder of the paper is structured as follows: Section 2 presents related work. Section 3 describes our research methodology. Section 4 presents our test results. In Section 5 we present and evaluate the secure proxy. The paper concludes with an analysis and a detailed discussion of our findings in Section 6.
BACKGROUND

Phishing
The main defense against phishing/malware attacks is based on lists (i.e. 'blacklists'). Lists are used by browsers to identify if a requested URL has been reported as malicious. One of the most popular blacklists is Google's Safe Browsing [7] , which protects users from both phishing and malicious web sites. Safe Browsing is currently used by Google Chrome, Mozilla Firefox and Apple Safari browsers. Internet Explorer is using Microsoft's proprietary blacklist, called SmartScreen [8] . Other browsers also use their own proprietary lists and/or aggregate information from third parties. For instance, Opera uses a combination of blacklists from Netcraft [9] and PhishTank [10] , as well as a malware blacklist from TRUSTe [11] . Although almost every blacklist's implementation is different, all of them do follow a basic concept, i.e., when the browser loads a URL, a URL check occurs against a local or remote database. If the URL is listed in the database (i.e., it has been reported), a warning is raised to the user, advising her to stop browsing ( Figure 1 ). Limited information is available on how these blacklists get updated and maintained, as this may enable attackers to bypass them more easily. However, a considerable part of the submissions to blacklists are performed manually by users [10] . A number of approaches has been proposed by the research community in an effort to protect users from phishing attacks. The research varies from surveys, regarding user awareness, to experiments of the effectiveness of current security mechanisms and proposals of novel ones. More specifically, the work in [12] , [13] and [14] focuses on phishing with regards to its properties, characteristics, attack types, and available counter-measures. The work in [14] and [15] presents a survey on user training methods, as well as their effectiveness against phishing attacks (as user participation plays a major role in phishing protection).
Literature has also focused on the use of visual indicators to protect users from phishing. In [16] an overview of the warning indicators, as well as its advances over the last decade, is presented. Also, [17] has surveyed users' interaction regarding security indicators in web browsers. A study on the effectiveness of browser security warnings was published in [18] , focusing on the Google Chrome and Mozilla Firefox browsers. The authors collected over 25M user reactions with phishing and malware security warnings, measuring the user reactions to these warnings. A similar study in [19] analyzed the impact on the users' decision based on the choice of background color in the warning and the text descriptions that were presented to them.
In [20] , the authors focused on the effectiveness of phishing blacklists, and in particular on their update speed and coverage. The authors used 191 phishing sites that had been active for 30 min or less, and compared 8 anti-phishing toolbars. Less than 20% of the phishing sites were detected at the beginning of the test. Similarly, in [21] the authors proposed the use of 'Anti-Phish', a browser extension for the Mozilla Firefox browser that detects web site-based phishing attacks.
A Novel-Bayesian classification, based on textual and visual content was proposed in [22] , where the authors used a text classifier, an image classifier, and a fusion algorithm in order to defend against known properties of phishing attacks. The authors of [13] provide a methodology that aims to distinguish malicious and benign web pages, based on layout similarity between malicious and benign web pages.
In [23] , the authors analyzed 300 phishing URLs and measured the effectiveness of desktop browsers in detecting them. Opera browser offered the highest level of protection, by blocking 94.2% of the phishing sites. In [24] , authors tested the effectiveness of anti-phishing add-ons for Internet Explorer, Google Chrome and Mozilla Firefox. In their evaluation Google Chrome outscored the other browsers. Finally, [11] tested popular desktop web browsers (i.e., Firefox, Chrome, Opera, IE, Safari), focusing on the time required for browsers to block a malicious site (i.e., from the generation of the malicious domain until the time this was blocked by the browsers). The initial results (day 1) ranged from 73.3% (IE) to 93.4% (Safari), while the final results (day 7) varied from 89.3% (IE) to 96.6% (Firefox).
A number of anti-phishing mechanisms has been proposed for smartphones: In [25] , the authors investigate the viability of QR-code-initiated phishing attacks (i.e. QRishing) by conducting two separate experiments. A similar approach was presented in [26] , where the authors worked on how notification customization may allow an installed Trojan application to launch phishing attacks or anonymously post spam messages.
Finally, previous work on browser security [27] revealed that security controls, which are typically found on desktop browsers, are not provided in their smartphone counterparts. Moreover, the analysis revealed that the implementation of the security controls (among them the security control against phishing attacks) was not hindered by restrictions from the security architecture of the smartphone platform (i.e. the application sandbox). This shows that level of security that is offered by smartphone browsers can be enhanced to protect their users, as the latter are exposed to the same web threats as when they are using a desktop web browser.
Related literature regarding the effectiveness of anti-phishing mechanisms on the smartphone platform is limited. Our work in [6] revealed significant differences in the effectiveness of blacklist of Android, iOS, and desktop browsers against phishing sites.
Malware
Although the majority of browsers are based solely on the use of blacklists for detecting malicious URLs, Internet Explorer and Google Chrome on Windows perform additional steps, in an effort to detect malicious downloads.
IE analysis is twofold: Firstly, it checks if the URL in included in its SmartScreen blacklist. In such a case the URL will be blocked and a warning will be raised. If the URL is not included in the list and a download is triggered, then IE will perform a number of additional steps in order to detect potentially malicious files. To this end, IE facilitates the Application Reputation feature [30] . The application reputation service warns users if a downloaded file is not trusted, based on: (a) the existence of a digital signature (verified software publisher) and (b) the number of users that have already downloaded the file. Although such process inevitably creates false positives for non-popular downloads that lack a trusted digital signature, it also provides a level of protection against malware infection. Google Chrome's "Download Protection" feature [28] also supports protection against malicious downloads. Chrome first checks if the URL that triggered the download, which can be different from the one the user has visited (due to redirections), is a flagged as malicious (i.e. is already included in the Safe Browsing list). If the URL is not blacklisted, Chrome checks if the downloaded file, based on its hash, is included in a whitelist of trusted files. If both checks fail, Chrome sends to Google servers for further analysis the following data: a) the URL that triggered the download and the IP address of the hosting server, b) the referrer URL, (c) the size of the downloaded file and its SHA-256 hash, and d) the file's digital signature (if it is available). Based on this data, the Chrome will receive three possible responses: benign, unknown, or malicious. Depending on this response, Chrome may issue a warning to the user (Figure 4 ). A number of mechanisms to mitigate web-driven malware infections has been proposed by the research community. In specific, Content-Agnostic Malware Protection (CAMP) has been proposed as a means for detecting malware. It is currently used in Google Chrome browser [29] . Microsoft has implemented a similar reputation based system since Internet Explorer 9 [8] , [30] .
Furthermore, non-browser specific models have been proposed for the detection of malicious domains through DNS monitoring [31] , while [32] , discusses large-scale, passive DNS analysis techniques to detect domains that are involved in malicious activity.
A zero-day anti-malware solution is proposed in [33] , which uses a combination of whitelists and blacklisting. The authors discuss that such whitelists do not need signature updates, and provide protection against sophisticated zero-day malware attacks, by enforcing software restriction policies, which allow only legitimate executables, processes and applications to be executed.
In addition, a number of models have been suggested in the literature, focusing on malware detection, namely: (a) the AMICO project [34] , which detects malware downloads in live web traffic using statistical analysis to identify characteristics of malware distribution campaigns, (b) the ZOZZLE [35] , which detects and prevents JavaScript malware from been deployed in the browser, by using a Bayesian classifier, and (c) the EFFORT system [36] , which improves the efficiency and effectiveness of existing approaches regarding the detection of malware serving bots.
Last but not least, multiple models have been proposed that rely on machine learning techniques: (a) for malware detection [37] , [38] , [31] , [39] and (b) for detection of drive-by downloads [40] , [41] , [42] , [43] , [44] , [45] .
The industry offers a large number of content filtering solutions, ranging from software based solutions, to Cloud services and hardware appliances. Multiple software solutions exist, such as McAfee's Site Advisor and Symantec's Safe Web [46] , [47] . They are usually offered for free or at low cost. However, they require the installation of third-party software/browser extensions and are browser and platform dependent with limited support for mobile platforms. Commercial content filtering appliances and Cloud Services, e.g. OpenDNS [48] , are popular in enterprises and are usually platform and browser agnostic. However, their effectiveness is hard to measure due to the use of proprietary technologies. They also come at a significant cost, which limits their use only to business users.
Finally, there are a number of online services for analyzing suspicious executables. One of the most popular is VirusTotal [49] , which utilizes a large number of popular antivirus engines for analyzing suspicious files (c.f. Table 19 in the Appendix for a list of AV engines). Users can upload files for analysis, or query the service for files that have already been analyzed by searching for the hash of a file. VirusTotal also supports URL scans. Upon submission of a URL, the service will query a large number of blacklists (c.f. Table 20 in the Appendix) and report if there are any matches.
METHODOLOGY
Test environment
To evaluate the protection that desktop and smartphone browsers offer to normal users, i.e. non security and technically savvy ones, we accessed 1400 phishing and 1400 malicious URLs and marked whether or not the browsers warned us about the risk of our action. As technology that can be used to fully automate this process is not currently available, a security savvy user was required to verify if a web page that had not been reported by the browser was indeed a malicious or a benign web page.
As this was a cumbersome task, we set up the architecture presented in Figure 5 . The URLs that were used in our evaluation were stored in the URL Collection. The URL Container parsed daily the URL Collection and selected the URLs that had been reported in the last 24 hours. Then, two HTML files were created for each threat (namely, one for phishing URLs and one for malicious URLs), which were formatted as Snippet 1. Finally, a researcher used each browser in the test devices to access each URL in the HTML files and capture the results. The test devices included: (a) an iPhone 5S, with iOS v7.1.1 and a Sony Xperia Tipo with Android v4.0.4, for the smartphone platform, as well as (b) a Windows 7 64-bit system for the desktop platform. Tables 11-12 ). More specifically, we evaluated the following desktop browsers: (a) Internet Explorer 11, (b) Chrome v35, (c) Firefox v29, and (d) Opera v22. Our effort in the smartphone platform focused on iOS and Android, as these are the two most popular operating systems, comprising almost 90% of the global smartphone market share [50] .
Similarly, the most popular browsers for each mobile platform were selected, namely: (a) Safari Mobile (built-in on iOS 7.1.1), (b) Chrome Mobile v35, (c) Opera Mini v7.0, "Browser" or "Internet" (i.e. the default browser for Android 4.0.4), (d) Firefox Mobile v30, and (e) Opera Mobile v22. Although some of the desktop browsers have mobile counterparts, their availability in the two smartphone platforms is heterogeneous, as shown in Table 1 . 
Phishing Tests
To evaluate the protection offered by the above mentioned web browsers against phishing attacks, we collected phishing URLs that were reported by PhishTank [10] . PhishTank was selected as it is a popular online service that lists phishing attacks that are submitted and verified by an active community. PhishTank publishes daily a list of verified phishing URLs, i.e., ones that have been confirmed as fraudulent and online. However, as the state of a phishing URL is dynamic, a confirmed URL might be cleaned or be taken down shortly after its submission.
Our tests were conducted from June to July 2014 and included manual browsing to 1400 phishing URLs. Although some parts of the evaluation could have been automated (e.g. when the request returned an HTTP Error Code or the browser raised a warning), it was considered necessary to manually verify the existence of false negatives. In specific, we manually examined whether a URL that was not blocked by the browser and if it was either (a) a legitimate or not responsive/non accessible site (i.e. not an active phishing site) or (b) actual false negative, i.e., an active phishing site. In this context, each URL in our collection was manually categorized into one of the following categories: a. Blacklisted: The URL was blocked by the web browser, i.e. the user received a warning indicating a known phishing site.
b. False Negative: A phishing URL that was manually verified as fraudulent, but was not in the browser's blacklist, i.e. the browser generated no warning.
c. Non-Phishing/Timeout/Error: The URL had been suspended/taken down/cleaned when we accessed it.
It should be noted that our data set included only verified phishing URLs (i.e. a human operator from PhishTank has manually verified them as phishing), as our main objective was to test the efficacy of browser blacklists in blocking such attacks. As all URLs were actual phishing pages at the time of our analysis, the false positive rate of all blacklists was zero and thus out of the scope of this work.
Finally, we compared the results of this analysis with our previous work in [8] , where we evaluated the protection that is offered by the same browsers by collecting phishing URLs from PhishTank in the period from January to March 2014.
Malware Tests
An online service, which reports malware hosting websites and is comparable to PhishTank (i.e. well-known service for reporting verified URLs on a daily basis with a strong community support), is not currently commercially or openly available. Therefore, and in order to gather our URL collection for this test, we used the open source "Collective Intelligence Framework" (CIF) [51] . CIF allows the collection and analysis of malicious threat information from a large number of trusted sources (c.f. Appendix for a list of these sources), which can be used for incident response, and intrusion detection and mitigation.
Similarly to the previous experiment, our tests included manual browsing to a total of 1400 URLs that hosted malicious software. For the scope of our analysis, we categorized every URL in one of the following categories: a. Blacklisted: The browser blocked either the URL or the file that was downloaded (or issued a warning that the file could be potentially dangerous).
b. False Negative: A URL that was not blocked by the browser and triggered the download of a potentially malicious file, without any further alert being raised by the browser (e.g. due to reputationbased analysis of the downloaded file).
c. Non-Phishing/Timeout/Error: The URL had either been cleaned or suspended/taken down. This category also included the URLs that did not trigger a download.
Similarly, in order to test the efficacy of browser blacklists in blocking such attacks, our data set included only verified malicious URLs (at the time of our analysis). As a result, the false positive rate of all blacklists was zero and thus out of the scope of this work.
EXPERIMENTAL RESULTS
This section presents our experimental results. For each platform we list the browsers that offer protection against (a) phishing sites and (b) sites hosting malicious software (hereinafter referred as 'malicious sites') and analyze their success rate in blocking them. For the first evaluation we re-examine the protection that the popular browsers offer in the desktop and smartphone platform and compare it with our previous results in [6] .
Protection against phishing
iOS browsers
In iOS, Mobile Safari, i.e., the pre-installed web browser, uses Google's Safe Browsing to provide anti-phishing protection. Our evaluation revealed that the implementation of this anti-phishing control suffers from a significant design weakness, as the Safe Browsing blacklist is only updated when the iOS device is synchronized with iTunes. Considering that some iOS users may not synchronize their devices frequently, they may end up with an outdated blacklist. Furthermore, the list is updated only once per day. Thus, any phishing site that has been created in the meantime -even if it has been reported to Safe Browsing list -will not be blocked. As a result, iOS users receive considerably limited protection against phishing attacks. This holds true, since our results revealed that without performing the synchronization step, Safari Mobile did not block any of the URL in our collection. In this context, we synced the iOS test device right before starting the evaluation of Mobile Safari.
Chrome Mobile on iOS offers phishing protection since January 2014. However, this option is not enabled by default, but requires the user to enable the "Reduce Data Usage" option, which uses Google's servers to fetch the requested URL. The contents of the web page are downloaded and compressed and the URL is checked against the Safe Browsing list. This feature is privacy intrusive (as all traffic is transferred through a third party), does not work for SSL/TLS pages or in Incognito mode (private browsing), and is not enabled by default. We have excluded it from our evaluation as: a) we regard that it is less likely that normal users (i.e. not security and savvy ones) will enable security controls, as smartphone users tend to be oblivious about their security and privacy [52] and (b) the control is not 'easily configurable' [53] , i.e., the label of the control is not intuitive, thus confusing even security savvy users that control focuses on performance and not security. Finally, Opera Mini did not support phishing protection. 
Android browsers
Android users also receive limited protection against phishing attacks, as the default Android browser (commonly known its users as "Browser" or "Internet" in newer versions of Android) supports no phishing protection. The same holds true for the Chrome Mobile and Opera Mini browsers. It is to be noted that these are the most popular browsers on Android, according to the number of downloads on Google Play (c.f. Fig. 6 ) Nevertheless, if one considers that: (a) not all users feel the need and/or are capable to install a third-party browser on their devices [52] and (b) the pre-installed browser offers no protection, then a very large number of Android users is not adequately protected from phishing attacks. 
Desktop browsers
Our analysis revealed that all desktop browsers offered anti-phishing protection using either Google's Safe Browsing list (i.e. Chrome and Firefox) or their own proprietary blacklists (i.e. Opera and Internet Explorer). Chrome blocked the most phishing URLs, followed by Firefox. Although their results are similar -which is expected, as they use the same blacklist -Chrome outperforms Firefox, as it blocks roughly 5% more phishing sites and has a lower false negative rate.
During our experiments, we encountered another issue with the synchronization of blacklists. That was also raised by [11] and affected Firefox. In specific, we noticed that if the browser was not executed for a few minutes each day before we started our evaluation, then Safe Browsing blacklist would not be updated. This resulted to a large number of false negatives. The case stems from the way the Safe Browsing protocol updates its local database [54] . Interestingly, we did not face this problem with Chrome or any of the smartphone browsers using the Safe Browsing list. To avoid the synchronization issue, we executed the browser for at least 10 minutes and browsed randomly on the web, so as to give it enough time to update its blacklist.
Opera ranked third by blocking roughly 10% less phishing URL than Firefox and having slightly more false negatives. Finally, Internet Explorer offered the lowest level of protection among the desktop browsers, having the smallest percentage of blocked URLs (less than 50%). Table 5 summarizes the availability of anti-phishing protection per operating system and browser (as of July 2014). Our results revealed that only a subset of the browsers in smartphones offer antiphishing protection. Thus, their users are not protected from such attacks. This is particularly true for Android users, where the pre-installed browser does not offer anti-phishing protection and users have to install a third-party browser. In iOS, the pre-installed browser offers anti-phishing protection but its effectiveness is questionable (c.f. Section 4.1.1). On the contrary, all desktop browsers provided some anti-phishing protection, even though their effectiveness differed significantly. Figure 6 includes some of the results of our experiments. More specifically, it presents: (a) the percentage of URLs that each browser blocked, (b) the percentage of manually verified phishing URLs that were not blocked by the browser(s) (false negatives), and (c) the percentage of URLs that were not in the browser's blacklist and were manually verified during our analysis as non-malicious sites (i.e. URL that had been cleaned, or domains that had been taken down or were not accessible when we visited them). The browsers that did not support any anti-phishing mechanism are not included in the chart, as their detection rate is zero. 
Overview of results for phishing protection
Comparison with previous evaluation
Herein, we compare the current anti-phishing protection (i.e. June-July 2014, Q2 2014) that the popular browsers offer in the desktop and smartphone platforms, with our previous work in [6] , which were conducted between January and March 2014 (Q1 2014). Since the phishing 'ecosystem' is dynamic, i.e. phishing sites are short-lived with an average life expectancy of 23 hours [11] , our aim is to investigate how this dynamic nature is reflected in the browsers' anti-phishing protection over a period of time.
Our results are depicted in Figure 7 (c.f. Tables 14-16 in the Appendix for detailed results). This figure reveals differences in the browsers' anti-phishing protection during the two evaluation periods. Overall, the browsers blocked fewer phishing URL in Q2, with the exception of Firefox Mobile on Android. More specifically, Safari Mobile's (iOS) detection dropped almost by half. This stresses again the problematic implementation of the Safe Browsing protocol in iOS. Furthermore, our analysis showed a small drop in the performance of the desktop versions of Firefox and Opera, with respect to the blacklisted URLs and false negatives. Finally, Internet Explorer blacklisted less URLs and was prone to more false negatives, and Opera Mobile had more false negatives. 
Protection against malicious sites
iOS browsers
Our experiments results revealed that none of the iOS browsers offered any protection against malicious sites. In the case of Mobile Safari, that was rather unexpected, as the browser uses the Safe Browsing list for the detection of phishing URLs. However, it does not use Safe Browsing for the detection of malicious sites. Opera Mini did not utilize any blacklist for the detection malicious sites. Neither did so Chrome mobile (not enabled by default and excluded due to the shortcomings that we mentioned previously). As a result, iOS users are not protected when visiting malicious web sites with any of the above mentioned web browsers. 
Android browsers
Our results showed that Android users are also largely unprotected against malicious sites. More specifically, the pre-installed web browser ("Browser" or "Internet"), Chrome Mobile and Opera Mini browsers offered no protection against malicious sites. As summarized in Table 7 , the only browsers that utilized malware blacklists were Firefox Mobile and Opera Mobile. Nonetheless, our experiments revealed that the level of protection that they offered was very limited, as they blocked roughly 10-12% of the malicious URLs in the experiments. It is noteworthy to mention that Firefox Mobile blocked more malicious URLs than its desktop counterpart, as it highlights the issues in the implementation of the Safe Browsing protocol. Overall, our results show that Android users are widely exposed to malicious sites. This finding is more worrying if one considers the increasing number of attacks against Android and the exponential growth of Android malware [4] , [55] , [56] . 
Desktop Browsers
The experiments suggest that the level of protection against malicious sites that is provided by the popular desktop browsers is considerably low. More specifically, Internet Explorer (IE) blocked most of the malicious sites and was the least prone to false negatives (i.e. malicious downloads that were not blocked). This confirms the findings from similar research conducted by the industry in [11] . Nevertheless, even though IE outperformed all other browsers, it still suffered by a considerable number of false negatives. This highlights that the application reputation that is used by IE offers an extra line of defense against malware; however, it is far from being perfect.
Chrome had a higher number of false negatives than IE, even though it offers a similar control against malicious downloads. Opera ranked third. Firefox offered the least protection in our experiments by blocking only 5% of the malicious URLs.
At the time of our experiments, Firefox and Opera did not perform any further analysis on the downloaded files. Their decision was purely formed on the basis of the URL. Newer versions of Firefox are expected to perform analysis on the downloaded executables using the same technique as Google Chrome [57] . This is expected to raise the level of the protection offered by the browser against malicious sites. We believe that its performance will be similar with Chrome, as both browsers will use the same service for the classification of the downloaded files. 
Overview of results for malicious sites
In contrast to anti-phishing protection, the results of our experiments suggest that the level of protection against malicious sites, which is provided by the popular browsers on the desktop and smartphone platforms, is considerably low.
Our results revealed that only a subset of the browsers in iOS and Android offer any protection against malicious sites. The browsers that did not filter phishing URLs also did not filter malicious URLs. Interestingly, Safari Mobile did not filter malicious URLs, even though it implements Safe Browsing to offer anti-phishing protection. The results are summarized in Table 9 . The results of our analysis are depicted in Figure 8 , which presents: (a) the percentage of blocked URLs per browser, (b) the percentage of URLs that were not blocked by the browsers and triggered the download of a potentially malicious file (false negatives), and (c) the percentage of URLs that were not filtered by the browser and were manually verified as non-malicious sites (i.e. the domain/URL had been cleaned/taken down, or a download was not triggered). The browsers that did not provide protection against malicious sites are not included in the chart, as their detection rate is zero. 
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SECURE PROXY
As it is evident from the experimentation and the analysis of the results, there are three problems that need to be addressed in order to strengthen our defenses against of rogue sites:
a. The limited effectiveness of blacklists against malicious sites. b. The limited effectiveness of reputation based systems, like the ones implemented on Internet Explorer and Chrome to defend against malicious downloads. c. The unavailability of security controls in popular smartphone browsers.
In addition, the restrictions imposed by smartphone sandboxes result in the unavailability and poor performance of security software in smartphones. Moreover, the literature has showed that the unawareness of smartphone users with regards to their security and privacy [52] , [53] .
In this context, we propose and implement a secure proxy, as a proof-of-concept security mechanism, which proves the efficacy of aggregating multiple data sources in the detection of rogue sites. Currently, and due to the heterogeneity and restrictions of smartphones and their security models, a different security control might be incompatible (e.g. as in iOS) or infeasible to be implemented due to resource restrictions (e.g. in older Android smartphones). The proposed proxy is browser and platform agnostic (i.e. does not require the installation of third party software) and can protect the user, regardless of the browser one is using. Finally, and in contrast with the commercial and closed source content filtering solutions, we are proposing an open architecture which can be built with a fraction of the cost.
Architecture
We have developed a secure forward HTTP proxy, which uses VirusTotal's public API for analyzing the requested URLs and downloaded files. We selected this service due to (a) its popularity, (b) to the wide number of AV engines and blacklist providers that it offers, and (c) the availability of a free API. Nevertheless, any similar service could be used in place of VirusTotal.
For each requested URL, our proxy queries VirusTotal in order to identify if the URL is blacklisted by any of the blacklist providers. If it is, then the request is blocked and a warning message is returned to the user. If the URL is not blacklisted, then the proxy returns the HTTP response (page contents) to the browser. If a download is triggered, the proxy calculates the SHA-256 hash of the file and queries VirusTotal. Once more, if the hash is known and is reported as malicious by any AV vendor, then the download will be blocked and a warning will be raised. If the hash is unknown, (i.e. the file had not been analyzed in the past), then the proxy uploads the contents of the file for analysis and allows the user to download the file if no AV engines flag it as malicious. The steps are summarized in Figure 9 .
Proxy Evaluation
The evaluation of the secure proxy is focused on the detection of malicious sites, as our results showed that the majority of the browsers provide a weak protection against such threats. We have also tested our proxy against the complete collection of phishing URLs. However, this test was only a verification of the correct operation of the proxy, as PhishTank, which was the source of the phishing URLs, is one of the blacklist providers that VirusTotal is using to detect phishing attacks and, thus, the results would be biased. To perform our evaluation, we accessed, daily, the same list of malicious URLs that the browsers were tested against, redirecting the requests through our proxy. We decided to use a script, which simulated the web requests instead of using an actual browser, in order to make sure that no browser specific countermeasure would interfere with our test results, as well as to automate the process. We kept track of the total number of blocked URLs and compared them with the results of the browser that achieved the highest blocking rate in our evaluation. The proxy was configured to block downloaded files (either based on the hash or the actual file analysis), when the number of detections reported by VirusTotal were one or more. This parameter is configurable. In any real-word implementation, the proxy could be configured to block a request, according to the security policy (or risk appetite) of the organization that was deployed to e.g. potentially having a higher blocking threshold.
We also kept statistics for (a) the number of URLs that were blocked based solely on URL analysis, (b) the number of downloads that were blocked due to hash analysis, and (c) the number of downloads that were blocked due to the actual analysis of the files by multiple AV engines.
URL-only analysis
As summarized in Table 10 , the aggregation of multiple blacklists achieved encouraging results. This holds true as the use of multiple blacklists outperformed Internet Explorer by 12.3%, which was the browser that blocked most malicious sites. 
Hash-based analysis
Our results revealed that, while the aggregation of multiple blacklists for malicious sites provides higher protection than any individual browser, it still fails to detect almost half of the malicious sites in our collection (false negatives). Browsing to these sites (namely 46.8%, 655 malicious sites in our collection) triggered the download of 460 unique files (based on their SHA-256 hash), all of which were PE executables. During our evaluation the secure proxy downloaded these files and queried VirusTotal for their hashes. Our analysis revealed that 57.3% of the submitted hashes (i.e. 264 out of 460) were unknown to VirusTotal, i.e., the files had not been submitted for analysis before. The detection rate for the rest of the files, namely known hashes (42.7% of the files), is summarized in Figure 10 (for the detailed results see Table 17 in the Appendix).
The number of the AV engines, which are executed during the analysis of a file in VirusTotal, is not always the same (ranges between 49-54 antivirus engines). Figure 10 summarizes the results based on the detection ratio for each file. This ratio was calculated with z/n, where z represents the number of antivirus engines that flagged the file (hash) as malicious and n is the total number of antivirus engines that were executed. The results indicated that the detection rate of approximately half of the malicious files was in the range of 6-38% of the antivirus engines. Moreover, only the 27.4% of the malicious files were detected by the majority of the antivirus engines (namely, a detection ratio of 75-91%). 
File-based analysis
For the 57.3% of the file hashes that were unknown to the service, our proxy uploaded the actual files for analysis. All of the uploaded files were reported as malicious. Based on the detection reports, the majority of them (~71.0%) were detected by 46-50% of the antivirus engines. This means that for the majority of the malicious files, assuming that the end user has only one AV product in use, there is roughly 50% chance of the file been detected. Furthermore, ~6% of the malicious files were in the 19-45% of the detection rate and the rest 23% fell in the 51-62%. This suggests that these files, although not been reported based on their hash, were undoubtedly malicious and the end-user should not be allowed to download them. These findings are summarized in Figure 11 (c.f. Table 18 in the Appendix). 
Performance evaluation
Our proxy performs three types of queries to VirusTotal, which incur delays, namely: (a) URL query, to identify if the URL is reported as rogue by any of the blacklist providers used by VirusTotal, (b) Hash query, to identify if the hash of the file is known to be malicious (i.e. the file had been analyzed in the past and reported as malicious), and (c) File query, where the actual file is uploaded to VirusTotal for analysis.
Our analysis revealed that for URL queries the proxy received a response from VirusTotal and allowed or blocked the request in 648ms (average). For each triggered download, the average query time based on the hash was 516ms (hash query). If the hash was known, there would be no further delay. The download would be blocked if there were one or more detections or allowed, if no detections were reported. The longest delay occurs when the hash is unknown, as the file needs to be uploaded (file query) for further analysis. The delay depends on various parameters, i.e. the size of the file, the network speed, and the load on the VirusTotal service, with the latter been the most time consuming part. In our evaluation, the average size of the malicious executables that we gathered was 848KB and our Internet connection was a 20Mbit (2048Kbit upload) ADSL line. On average, our file queries were completed in under 41sec (time required to upload a file and get the detection report).
DISSCUSSION AND CONCLUSIONS
This paper evaluates the level of protection that is offered by popular web browsers on Windows, iOS and Android platforms by visiting a total of 2800 rogue URLs (1400 phishing and 1400 malicious URLs). We tested daily each browser, against the reported URLs of the last 24 hours and measured the effectiveness of its blacklist (i.e. number of blacklisted URLs, number of false negatives, number of cleaned/non-accessible sites). As this process is not currently automated, the protection offered by each browser was manually evaluated by a researcher. Inevitably, this incurs a considerable cost for this evaluation, which is reflected in the number of URLs that were tested. This introduces a potential bias in our results, which describe the level of protection in the period that the tests took place, namely June-July 2014.
However, we consider that our results, while not generalizable, provide adequate indications about the level of protection offered to the users. This holds true, as our findings that refer to the desktop browsers are in accordance with the results in [11] . Moreover, the results of this work regarding the anti-phishing protection are similar to our previous evaluation [6] .
Protection of desktop and mobile browsers
Overall, our results revealed that desktop browsers performed better in comparison to their smartphone counterparts, both against phishing and malicious sites. This is a worrisome finding if we consider the proliferation of smartphones, as well as the increased web browsing with these devices. One could argue that this is expected, as smartphones lack the processing capabilities of desktops and laptops. Nonetheless, this is only partly true today, as most smartphones have similar resources as a 3-4 year old laptop (e.g. dual core CPU, 1-2 GB or RAM, etc.). In addition, our previous work has shown that the unavailability of important security controls -such as blacklists for phishing and malicious sites in which this paper focuses -does not stem from the (API) restrictions that are imposed from the smartphones operating system (i.e. sandbox profile) [53] . The reason that this happens is still unclear; however, it falls out of the scope of this work.
Our work focuses on the popular desktop browsers (Windows) and their smartphone counterparts that are available in iOS and Android. While there are other browsers that we did not examine, such as Safari on Mac OS X and Internet Explorer Mobile on Windows Phone, we consider our results as representative. This holds true as Windows is the most popular operating system for desktops and laptops, as well as Android and iOS users constitute the 94% of the smartphone users (78.4% and 15.6% respectively) [58] . In addition, as iPads and Android tablets use a similar operating system (iOS, Android), and in most cases the exact same browser versions, our findings are considered to reflect the protection that is offered on a larger user base.
The results of our work suggest that the current browser security controls offer inadequate protection against phishing and malicious sites. Although all desktop browsers support such countermeasures, their effectiveness varies significantly. Furthermore, desktop browsers tend to be more efficient in blocking phishing sites than malicious ones. The situation is worse on smartphones, where only a subset of the available browsers offers anti-phishing and anti-malware protection, leaving their users widely exposed. More specifically, in our evaluation Chrome outscored the other desktop browsers with respect to anti-phishing protection. On the other hand, Internet Explorer offered the highest protection against malicious sites. In the evaluation of smartphone browsers, Firefox Mobile outscored all other tested browsers in Android. Also, Safari Mobile was the only iOS browser that offered phishing protection.
Surprisingly, Safari Mobile did not support detection of malicious URLs. Apple may have assumed that using such a blacklist would not increase the level of protection for iOS users, based on the fact that iOS devices only execute code signed by Apple. This assumption seems flawed as: (a) a significant percentage of users jailbreak their iOS devices, thus the device can also execute unsigned code [59] , (b) if iOS users do not receive any warning when visiting a malicious site, they can unwillingly put other users at risk by forwarding/sharing the URL, and (c) files that are downloaded to an iPhone might be synchronized to a computer, resulting to its infection. Finally, our experiments in iOS revealed that the anti-phishing protection that Safari Mobile offers is less effective that other browsers using the Safe Browsing list, mainly due to the infrequent updates of the list.
Proposed countermeasure
Currently, it appears that no web browser offers strong/adequate protection in both platforms (desktop, smartphone). As such, we have implemented and evaluated, as a proof of concept, a secure proxy, which correlates multiple anti-phishing and anti-malware blacklists as a potential countermeasure. Our work suggests that such browser agnostic architectures, are currently the only solution for protecting normal users, who browse the web with their mobile browser, which is particularly true for browsers that lack the respective built-in countermeasures.
It should be noted that the proxy is proposed as a proof-of-concept tool, to highlight the significant benefit that the aggregation of multiple blacklists offers in the detection of rogue websites. Thus, our evaluation regards issues such as privacy or performance as out of scope of this work. However, as discussed in the next paragraphs, both issues can be addressed in a real-world implementation.
The evaluation showed that the proposed control, which is based on the aggregation of multiple feeds from different blacklists, achieves significantly better results in blocking rogue URLs than any individual browser. Our work focused on reducing the number of false negatives (i.e. phishing or malicious URLs that were not blocked by the browsers), as this could result in a successful attack. The control, however, may be prone to false positives, as some sites may have erroneously added to a blacklist without proper verification. In this case, a URL might be blocked until it is removed from all blacklists, causing a temporal nuisance. Nonetheless, popular blacklists (e.g. Safe Browsing) allow the site administrators to request their web site's removal from the blacklist when it has been cleaned, which will reduce the inaccessibility period. Furthermore, a production level implementation, could be configured based on the user's or organization's risk appetite, to only block a site if the number of detections (blacklists which list the URL as malicious) exceeds a threshold, thus reducing potential false positives. However, this falls outside the scope our work.
As discussed earlier, Internet Explorer and Chrome use reputation-based systems for analyzing downloaded files. Our results reveal that these countermeasures, although they significantly increase the detection rate (compared to browsers which are using solely URL checking), they still fail to block a large number of malicious files. Similarly to these two browsers, one of our secure proxy's checks is hash-based analysis. In specific, the secure proxy queries the file's hash in VirusTotal and blocks the download if it is reported as malicious by (at least) one AV engine. Hash-based analysis with the aggregation of multiple AV engines adds an extra layer of protection against malicious sites and -as URL only analysis -does not introduce significant delays. In the experiments queries for URL-only analysis and hash analysis introduced average delays of 648ms and 516ms per request, respectively.
The benefit of doing an online check is that the URL or hash will always be checked against the most up-to-date list. It also enables the end user to use a browser that does not offer any build-it countermeasures and still be protected. This is especially useful for smartphone devices, where only a limited number of browsers offers built-in anti-phishing and/or anti-malware protection. In addition, avoiding resource intensive operations on smartphones reduces the battery consumption, which is a common problem with modern smartphones.
The inherent drawback of this approach -as in any countermeasure with an online, centralized architecture, is concerns for user privacy. This is true as each URL that the user is visits has to be submitted to a third party for analysis, thus exposing the user's browsing history/profile. Even though this falls outside the scope of this work, this can be mitigated by maintaining a local blacklist/whitelist, thus avoiding the need for a central architecture (e.g. as in our case, a proxy server) -similarly to the way Safe Browsing protocol works. The browsers that implement the protocol, can keep a local database of reported URLs, which is updated frequently while the browser is running. As a result, all lookups use the local database, thus avoiding unnecessary delays and privacy issues. Based on the fact that VirusTotal is owned by Google, it seems fairly easy to include the aggregated results from all blacklists providers to a single list (e.g. imported into Safe Browsing list). Still, this will require the browser vendors to implement/adopt the Safe Browsing protocol and make sure that they avoid any synchronization issues.
The tests we performed have shown the significant benefit of aggregating multiple AV engines for the detection of malicious files. Our results suggest that hash based analysis, on its own, is not an effective defense, as during the experiments more than half of the downloaded files had unknown hashes. However, all of them were detected as malicious when uploaded to VirusTotal. Based on this finding, the proposed proxy uploads for further analysis all downloaded files for which a hash-only query returned no results. Such an analysis may introduce a delay (41 sec on average in our experiments), which may not be acceptable for some users. However, the secure proxy can be configured to upload these files according a policy, e.g. by default deny access to these files, move the files in a sandbox or ask the user to decide whether the files will be submitted for further analysis.
Similarly to what happens in other instances in the security domain, there is a tradeoff between security and usability. A combination of a whitelist and reputation based system will further limit the number of files that have to be submitted for analysis -as only files that are not included in the whitelist and are not blocked by the reputation system will have to be analyzed. In addition, the use of a progress bar, which shows the estimated time required for completion of the analysis and allows the user to force the download to begin, at the user's own risk, could be implemented. However, literature has showed the unawareness of users that click through security messages [18] , [19] , [52] , [53] , as well as the shortcomings of reputation systems [61] .
The implementation of the secure proxy is based on the public version of VirusTotal's API, which introduces limitations. Firstly, VirusTotal is a service which was not designed to support semireal time queries, as the ones used by the proposed control. A dedicated service optimized for such use, such as CloudAV, might achieve far better performance [62] and as it can be hosted locally, it will avoid any privacy implications. Also, the secure proxy, similarly to VirusTotal, does not weight differently the responses from the various antivirus engines or URL blacklists. The proxy can be extended to filter rogue sites based on a number of antivirus engines or blacklists that the user/administrator or the organization's policy selects.
Finally, the results of our work are affected by the dynamic nature of the web ecosystem. This is due to the dynamic nature of the threats and the new evasion techniques that attackers create. This is reflected on the comparison of the anti-phishing protection that is offered by the examined browser in Q1 and Q2 (2014). Moreover, browsers add to the complexity their frequent updates, which might include new security controls (e.g. analysis of downloaded files will be supported in the next version of Mozilla Firefox), and/or new weaknesses.
Conclusions
This paper provides an evaluation of the build-in protection mechanisms that are offered by web browsers against rogue web sites, namely phishing sites and sites hosting malware ('malicious sites'). Our work focuses on the most popular desktop (Windows) browsers, namely Chrome, Firefox, Internet Explorer and Opera, as well as their smartphone (Android and iOS) counterparts. The browsers were tested against a data set of 2800 rogue URLs (1400 phishing and 1400 malicious URLs) and our analysis includes: (a) the number of the blocked URLs, (b) the number of the false negatives (i.e. phishing or malicious URLs that were not blocked), and (c) the number of URLs that had been cleaned or were not accessible.
Our results uncover the shortcomings of the current security controls and highlighted the substantial security gap, between desktop and mobile browsers. Mobile users are exposed significantly to rogue sites, as the default browser on iOS offers limited protection against rogue URLs, while the default browser on Android offers no actual protection. The performance of Windows browsers also differs significantly, especially between phishing and malicious sites. Furthermore, we highlighted implementation problems of the Safe Browsing blacklist, which limit the level of protection offered by the browsers that use this blacklist.
In order to address these threats, we implemented -as a proof of concept -and evaluated a countermeasure (i.e. secure proxy), which is based on the aggregation of multiple blacklists and AV engines. The secure proxy performs URL analysis using multiple blacklists and significantly increases the level of protection against malicious downloads, by performing (a) hash based checks and (b) content scanning, using multiple AV engines.
Our work has proved that the aggregation of multiple blacklists and AV engines can raise significantly the level of protection against rogue sites, regardless if users are using a smartphone or desktop device. We regard that our work is beneficial both to the users and browser vendors. This holds true as the former can be informed about the availability of protection against rogue web sites, which might help them choose a web browser based on an informed security decision. For the latter, this work may stimulate browser vendors to adjust their current anti-phishing and anti-malware controls and/or add missing controls, which would eliminate the privacy and performance limitations of our work and offer increased protection compared to their current deployed solutions. Finally, in the meantime we envisage that the proposed security control can be used as the basis of a forward proxy, which protects both smartphone and desktop users in an organization. 
APPENDIX
